9/13/24, 10:47 AM

TIMES FRIDAY, SEPTEMBER 13,2024

Khaleej Times

NATION 5

Moviegoers click on free
popcorn link, phones hacke

Social experiment
showed 90% people
clicked onlink
without seeing

who sent it

Staff Reporter
reporters@khaleejtimes.com

bout 90 per cent of

moviegoers  clicked

on an SMS link that re-

sulted in their phones

being ‘hacked’. This came in a

‘fake’ scam activation at a UAE

cinema involving a bot interact-

ing with 220 moviegoers before
the film started.

The social experiment was

part of banking group Emir-

ates NBD’s campaign to warn

customers to stay vigilant and
aware of the rising fraud and
scams in the reglon It was car-
ried out in collaboration with
the Dubai Police and the UAE
Central Bank.

As part of the ‘scam’, a bot
appeared on a VOX Cinemas
movie screen asking movie-go-
ers if they wanted free popcorn.
A location-based broadcaster
was used to send an SMS, with
the bot on the screen encourag-
ing patrons to click on the link
in it for their free snack. When
they do, it takes them to a web-
te that resembles the VOX
Cinema website that prompts
them to enter their name and
phone number. When they click
on ‘redeem now’, a message
pops up, saying they had been
hacked.

The UAE authorities

have urgedresidentsto
report suspicious links

or emailsrelated to t}
bank accounts to the
respective bank’s call
centre and Dubai Poli

“Ninety per cent of you
clicked on the link without
seeing who sent it to you,” the
bot states ahead of the big re-
veal. It’s from a website called
myvuxpay.com and not voxcin-
emas.com. Please don’t click on
suspicious  links.”

The activation highlights a
concerning trend of fake web-
sites mimicking legitimate busi-
nesses to extract personal and

Cut costs up to 80% with
mass weddings, ceremonies

@ Erompage1

The Dubai Women's Asso-
ciation is playing a crucial role in
promoting mass weddings to al-
leviate financial pressure on local
young couples. Afra Al Hai, direc-

tor of the consulting and train-
ing department, explained their
initiative Zaffat Harayer. "When
the UAE completed its 50th year,
we celebrated 50 weddings. This
year, we will continue this tradi-
tion with several mass weddings."

On Tuesday, the Dubai Wom-
en’s Association celebrated the
26th edition of the Zaffat Ha-
rayer mass wedding at the Sheikh
Rashid Hall at the Trade Centre.
The event saw the wedding of 14
brides and grooms, where the as-
sociation covered all costs, includ-

ing venue rentals, attire for every
groom and bride,invitations, ca-
tering, and fc

realised it was the logical choice.
"We saved Dh50,000 each," he
added, how well-

For the ﬁm time, upcoming
wedding ceremonies will be held
in the afternoon. This change
aligns with directives from the
UAE's leadership to reduce dowry
costs and overall marriage ex-
penses by limiting ceremonies to
under four hours.

The trend is not limited to Emi-
ratis. Indian brothers Aarush and
Arjun decided to share their wed-
ding celebration, cutting costs
effectively. "My wedding was
supposed to take place first, but
1 proposed waiting a year 50 we
could combine our ceremonies,”
Aarush said.

Initially, his wife was hesitant,
but after doing the math, they

organised the event turned out to
be.

Similarly, Sudanese friends
Alia Mahmoud and Razan Mus-
tafa are planning a joint wedding
with their partners. "Not only will
it save us nearly Dh20,000 each,
but it will also be a shared joy,"
they shared.

They have booked the catering
service and are in the process of
hiring 2 musician, acknowledging
that entertainment often repre-
sentsthe most significant expense
in we wever, for other
Sudanese traditional ceremonies,
Alia and Razan plan to host sepa-
rate events to ensure they receive
full attention from their guests.

Experts warn of cyber threats
on gaming platform Roblox

@ Erompagel

Theytell you to enter the number
of coins you want, and suddenly,
there’s a “Last Step’ message. That's
when they lure you into sharing
sensitive information.” This is a
critical step in their scam strategy,
he noted, with attackers using these
details to hack accounts or access
personal i

which allows players to buy items,
skins, and other uperades. But this
opens another window for scams.
Ayub cautioned parents: "Scam-
mers prey on children’s desire for
Robux by creating fake offers that
trick them into sharing passwords
or credit card information. Once
they have access to their accounts,
scammers can steal Robux or even
make charges using

A more troubling concern is the
predatory behaviour some users
engage in on Roblox. Corpuz said:
“Predators often pose as peers,
gradually building trust with chil-
dren. They will use in-game chat,
friend requests, or private messag-
ing toisolate and manipulate young
players, In extreme cases, this can
lead to inappropriate mnversduum
or requests for private images.”

Ayub added a disturbing dimen-
sion to this, the rise of “Condo
Games” on Roblox, where adult
content

connected payment methods.”

Another risk, according to Cor-
puz, involves malware and viruses
disguised as in-game mods. “Chil
dren may download what they be-
lieve to be a legitimate game mod,
only to infect their devices with
malware designed to steal sensitive
data or spy on their activities,” she
said. A 2023 cybersecurity report
revealed that Roblox ranks as one
of the top three gaming platforms
most frequently targeted by mal-
w

are.
Roblox has i several

and violent or sexually explicit ma-

safety measures, including parental
controls, human moderators, and

terial, is disguised within games.
e

malicious users who lure children
into_environments_designed_for
predatory behaviour,” Ayub said.

Its alarming how easily children
can be exposed to these situations,
all under the guise of innocent

lay."

‘& significant part of Roblox's ap-
pealis its in-game currency, Robux,

Al content fil tocom-
bat these threats. However, Corpuz
warned that these are not always
foolproof. “While Roblox’s content
filters do block a large amount of
inappropriate content, they can't
catch everything,” she said.

Ayub emphasised the need for
more robust security, particularly
with features like multi-factor au-

thentication (MFA). "But Roblox
needs to improve how its security
systems function, particularly for
the Windows version, where the
"Trust This Device' feature can be
inconsistent. This discourages us-
ers from emblmg necessary secu-
rity feature

Corpuz s.nd that the best protec-
tion is parental involvement. “Par-
ents need to familiarise themselves
with Roblox's parental control op-
tions. It's crucial to know who then‘

n are i

credit care details of customers.

“With scammers and fraud-
sters increasingly utilising vari-
ous platforms and sources to
target victims, aiming to steal
personal details, IDs, one-time
passwords (OTPs) and banking
information, Emirates NBD’s
latest awareness activation rais-
es awareness about how people
should stay cautious of scams.
By staying vigilant and alert,
individuals can protect them-
selves from the risk of losing
money or their personal iden-
tity,” the banking group said in
a statement.

The UAE authorities have
urged residents to report suspi-
cious links or emails related to
their bank accounts to their re-
spective bank’s call centre and
Dubai Police.

Abu Dhabi opens 3 new
schools in Zayed City
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Three new  state-of-the-art
schools have been opened in Za-
yed Cly. The poject s the st of
its kind derthe

private  sector partnerships,
including the development of
world-class facilities for ~the
Khalifa University of Science and
Technology student housing.
‘The Zayed City Schools Project
aims the

Abu Dhabi Investment Oﬂ‘me led
public-private partnership model.

The schools will add 5,360
students for the 2024-2025 aca-
demic year. The new schools are

uilt on an area of 81,000 sqm.

The project has been done in
collaboration with the Abu Dhabi
Department of Education and
Knowledge (ADEK) and a con-
sortium led by BESIX and Bel-
linaty Group.

The new schools are equipped
with the latest advanced technol-
ogies, and provide educational
spaces designed to stimulate cre-
ative and educational inspiration.

The opening of the new schools
were celebrated by Mubarak Ha-
mad Al Muhairi, Undersecretary
of the Department of Education
and Knowledge, Badr Salim Sul-
tan Al Olama, Director General
of the Abu Dhabi Investment Of-
fice, and other senior officials.

ADIO also has other public-

education sector in the emirate,
and encourage the private sec-
torto participate in financing and
constructing public  infrastruc-
ture facilities in the Emirate of
Abu Dhabi.

Yasir Al Nuaimi, Acting Head
of Infrastructure Partnerships at
ADIO, said: “By leveraging the
expertise of the private sector in
design, financing and construc-
tion, we have been able to build
world-class educational facilities
that enable students to achieve
the maximum possible benefit
from the educational process.
The success of this project paves
the way for further collaboration
between the public and private
sectors, as itw provides signifi-
cant opportunities for our private
sector partners to contribute to
achieving the vision of sustain-
able growth in the Emirate of Abu
Dhabi, and to achleve long-term
investment returns”

Baby back from UK
after court order

(@ Erompage1

The court had ordered that
the child be taken back to the
UAE, with the mother serving as
the primary caregiver. However,
following the court verdict, the
mother decided to remain in the
UK, the lawyer added. The father
and child have returned to the

AE

“He (the father) is now facili-
tating contact between mother
and the child as per the laws of
the UAE,” said Samara. “The
child will live in the UAE with
at this time, pending
ion of the UAE courts in

relation to long-term care. The is-
sue that was dealt with here was
whether the child should have
been returned to the UAE from
the UK, which he was.”
Acmrdmg to Samara, this case
underscores that expat parents
can safeguard their rights in situ-
ations where one parent unlaw-
fully takes a child back to their

“We encourage expat parents
to.carefully consider the legal im-
plications of relocation and seek
professional advice before mak-
ing any decisions that could lead
to unlawful actions.”
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Specific Procurement Notice (SPN)

Invitation for Prequalification A||B

~=7%  Works and Operation Service (Design, Build and Operate)  “wst®

Cwlmry: Islamic Republic of Pakistan

Employer: Water and Sanitation Agency, Lahore (WASA)
Name of Project: Lahore Water and Wastewater Management Project (LWWIP) - Construction of Surface
Water Treatment Plant at BRBD Canal Lahore

Project No. PO00074

ContractTitle:  Construction of Surface Water Treatment Plant &Transmission Mains and Distribution
Network (Procurement of Works under Design, Build and Operation (DBO) Mode)
Prequalification Reference No.: 0074-PAK-02 Issued on: Friday 13th September, 2024

1. The Islamic Republic of Pal

an expects to

updated from time to time)”, and is open to all
ligib defined inthe PIR.

receive financing from the Asian
Investment Bank (AlIB or the Bank) toward the
«cost of the Lahore Water and Wastewater
Management Project (LWWMP), and intends to
apply part of the proceeds toward payments
under the contract for Design, Build and
Operation (DBO) Mode of Procurement of Works
(Design, Build and Operation for Water Treatment
Plantand Networks).

. TheWaterand Sanitation Agency, Lahore (WASA)

~

Interested eligible Applicants may obtain further

information from the WASA at the addiress below
during office hours i.e, 0900 to 1600 hours from
Monday to Saturday and from 0900 to 1300 hours
onFriday.

A complete set of Prequalification Document
(PQD) in English may be purchased by interested

Applicants on the submission of a written request

to the address below and upon payment of a

intends Procurement
of Works under Design, Build and Operation
(DBO) Mode:

Construction of Surface Water Treatment
Plant (SWTP), Transmission Mains, Feeding
Mains,and Distribution Networks
Construction of a SWTP with capacity of 54 MGD
(expandable to 108 MGD) will treat raw water
diverted from BRBD Canal downstream of Ravi
Siphon. The SWTP will mainly provide 24/7 supply
of potable water to four (04) service areas of
Lahore namely Baghbanpura, Shadipura,
Fatehgarh, and Mughalpura. Land for the SWTPis
being acquired by WASA near Bhaini Road. Raw
water from BRBD Canal will be delivered to the
SWTP site boundary by the Punjab Irrigation
Department. Following the SWTP design (4
months) and construction, and commissioning
(36 months), operation and maintenance for the
SWTP is required under the contract for 24
months including training and capacity building
of WASA staff,

Treated water from the SWTP wil be delivered to
the four service areas by constructing a series of
new transmission and feeding mains that would
finally connect to the existing distribution
networks. The new infrastructure should be
ted considering the future

review their chat histories, and dis-
cuss any | unl‘amdurgames orinter-
actions,” she said.

Ayub also stresses the impor-
tance of educating children about
online safety. “Teach them not to
trust strangers online, not to click on
suspicious links, and to be cautious
when giving away personal infor-

— even to their ‘friends’ on
Roblox," he advised.

Ifa child has encountered inap-
propriate content or behaviour on
Roblox, Corpuz suggested using
Roblox's reporting tools immedi-
ately.

While Roblox can be an enter-
taining and educational space for
children, it’s crucial to understand
the associated risks.

"The key is striking a balance —
allow your child to enjoy their gam-
ing experience while actively taking
stepstoprotect them,” Corpuz said.

https://epaper.khaleejtimes.com/khaleej-times

ExpansmncflhESWTPm doubleits capacity. The
scope includes major rehabilitation for the
distribution system including the establishment
of district metered zones (DMZs), district metered
areas (DMAS), installation of bulk and customer
meters, and also the development and

fee of Pak Rupees Thirty Thousand
(PKR30,000/-).The method of payment will be the
direct deposit in the account number specified

below orinthe form of a Pay Order drawn in favour

of “Water & Snitation Agency (LDA)". The
interested Applicant may also download the
Prequalification Document for inspection
purposes only from the “Water and Sanitation
Agency, Lahore" and "PPRA” website, link given
below.

The prospective Applicant may purchase the PQD
electronically by submitting a formal written
request to the email address provided below,
accompanied by proof of payment of the
aforementioned non-refundable fee to the
designated account below. Upon receipt of the
written application and payment confirmation,
the PQD will be promptly dispatched via email to
the address specified in the application. It is
important to note that the Employer cannot be
held liable for any delays or non-receipt of the
PQDbytheinterested parties. Inthe event that the

PQD is not received within 2 working days after

the submission of the written application and
payment evidence, the Applicant will notify the
Employer promptly. The PQD can be obtained
electronically, preferably 7 days prior to the
deadiine for the submission of applications.

Bank Account Details:

Account Title:
Water & Snitation Agency (LDA)

Name of Bank: Muslim Commercial Bank (MCB)
Shadman Market Main Shadman Lahore

of a full water

(NRW) reduction strategy. The scope also
includes rehabilitation of the existing tubewells
1o be able to supply the networks during periods
ofcanal closure.

Itis expected that the request for proposals will
bemade in January, 2025,

Prequalification will be conducted through the
procedures as specified in the Banks Interim
Operational Directive on Procurement
Instructions for Recipients (PIR, June 2, 2016,

3.

Account Number:
PK21 MUCB 1025047251009450

Applications for Prequalification (one original,
two hard copies plus electronic document on
Flash disk) should be submitted in clearly marked
envelopes and delivered to the address below by
1200hours (Pakistan Standard Time) on 13th
November, 2024. Applications submitted after the
above deadline would berejected,

Deputy Managing Director (Engineering) Water and Sanitation Agency, Lahore (WASA)

2-Zahoor Elahi Road, Gulberg-ll, Lahore, Pakistan. Phone: (042) 99268439

com https://

https://ppra.punjab.gov.pk
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